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5T vShield Endpoint 5.0 AFERR & 57 #:95 Fl & SCST LST logic #5198, [t Deep Security 8.0
FEFUMLENES KA IDE RiALA% st SCFF Agent—less Anti-malware ZifiE.

Deep Security BRETEEIIIFIERT 75 BE/EMRLL A4 7

2 DS 8.0 XS Vmware vSphereb. 0 REMEI LA “ TOARBR-Si 737 ORI I 75 0] g S IR
SR REAT VR AH S HE 2

—%& vCenter Server RS #s (MRS A/ LRSS &)

SQL Server H{Oracle il FERST 4% (WIBRIRSS &/ REALIR S5 &)

Deep Security Manager ARZ5#% (WUERARSS &%/ B SS4%)

ESXi 5.0 JIR% &%

vShield Manager CEEFINL)
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WiWare environment for Deep Security 8.0

~

ESX 5.0 Host A
Hosting Server (Services)

vCenter Server 5.0 vShield Manager Deep Security -~ Smart Protection
Manager ‘| | server (optional
Wincdows 2003 or 2003 Security Wi Windows 2003 ar 2008 Red Hat 5 (54 hit)
[5G hit] Ml (64 hit) W1
Wilware vSphere
Client + Deep Security ”J
Relar

ESX 50 HostB
FProwiding Protection

Deep Secunty Guest WM 1 Guest WM 2
Vinua Appliance [Optionzl)
(54 bit)

Windowes (3264 bit) Wiincdows (32064 kit)
e Wlware wShield W ware wShidd

" Endpoint Endpoint
7 Thin Agert Thin Agert
Deep Security Fitter Driver ’_II “vyare vShield Endpoirt
»,

M
wn EE R, BB Deep Security Agent—less 3T, VC, VSM, DSM, SPS AN7ESZ DSVA -4
i) HOSTB FHL_Fig4T.

BEAMINEAE R MS SQL Server £ FE B Oracle FdE R 75 EAE DSM 2225 7 3 612 DSM ¥ /.

Deep Security 8.0 FE4MV vSphere 5.0 IRE BN AR BB R L yE RFED ?

Deep Security Manager, Vcenter Server, vShield Manager Server (JE5&#l]), Database Server
ANEREUAE A R SR B £ 52 DSVA FR-47 1) ESX FH1 E

5 DSVA 532 {R47 1) ESXi 5.0 ——XF 5, kb DSVA 323 i1~ DRS 5 HA Wi Vot ion iT#
FI|HAh ESXT 5.0 M.
A LU LA R 77 R 1k DSVA R vMoiton iEREh1E:

DSVA FEIIMLSCIEAEAELE ESXi5. 0 AH Data Store

I DSVA UL E Sy DRS A1 HA 1400138 (RAARBBRE S5 VWIWARE AHOGSCRY)D

iR BSXi5. 0 CL4 2% (ESXI5 patch ESXi500-201109001 for vShield Endpoint Driver) %h
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Jo F ML (IR VMCT ThEE, HifF Deep Security Notify 7FEIINLIACHERY BLA T T
PLIEH TAE, B ps:

\JL'_J 1.132_DSVA - Virtual Machine Properties

Hardware | options | Resources | Profiles | vServices | Virtual Machine Version: 7
—VMCI Settings
™ Show All Devices Add... Remove
Hardware [ surnmary [I' | %' enabl= viict between s
Wl Memory 1024 MB
i crus 2 VM Communication Interface (VMCI) provides a high
|;| Video card Video card Ispeed communication channel between a VM and the
- hypervisor.
SRy Bt | Itis optional to enable VMCI between VM.
e SCSI controller 0 LSI LagicParallel
& Hard disk1 Virtual Disk
= Hard disk2 Virtual Disk piy Fﬂ: malxlmum secu‘;lt‘;. enable VMCT between VMs
& Hard disk3 virtual Disk DL IEAES
E§ Metwork adapter1 VM Network
BB Metwork adapter2 wmservice-trend-pg
BB Metwork adapter3 vmservice-trend-pg

Help Ok Cancel

Deep Security Manager HIEBEFHRKEH A2

FEARER:
* WNAF: 4GB
o WEALASIE: 1.5GB , HHEFF 56B (ANVELFEERE KN
- BIERG:
Windows: Microsoft Windows Server 2008 (32-bit and 64-bit),
Windows Server2008 R2 (64-bit),
Windows 2003 Server SP2 (32-bit and 64-bit)
Linux: RHEL 5 (64-bit), RHEL 6 (64-bit)
o Bl (EFIRLE)
Oracle 11g, Oracle 10g,
Microsoft SQL Server 2008 SP1, Microsoft SQL Server 2005 SP2. (20GB recommended for
preallocation)
o NS

Mozilla Firefox 3+ (JEH cookies)
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Internet Explorer 7+ (JBH cookies)

Internet Explorer 8+ (J8H cookies)

Deep Security 8.0 #PEHf ESXi FHLEEHEH)S?

Deep Security 8.0 FEHEZN LA FENLTHEEE T ESXi 5. 0 IkR%5 4
FEXT ESXi 5. 0 $ATHES: (prepare) PEAERT 5 H i BSXi5. 0 45 o
2% ESX1500-201109001 b 1A 7 2 838 5
Y44 ESXi5. 0 heap memory & CEFXf DSVA FPERE %)

Deep Security Manager 5 VMWARE 32513

Deep Security9.0 SP1:

S
5| u2
YA Y Y Y Y Y ¥ Y N
YA v Y Y Y Y N4 Y N
N Y N4 N4 Y N4 N4 Y N
N M Y Y Y Y N4 Y N
N N N4 N4 Y N4 N4 Y N
N M N N Y Y N4 Y N
N N N N Y N4 N4 Y N
N M N N Y Y ¥ yB N
N N N N N N N N N

ADeep Security 9.0 SP1 Patch 2 A2 # 222 .

B 75 3 ESXi500-201109401-BG:Updates esx-base #l ESXi500-201109402-BG:Updates tools-light.

Deep Security 9.0 JZ & H I

TACEEF T, FHI AR B P T RE 2K ESXT 204 5.1 JRA.
Deep Security Virtual Appliance (DSVA) 9.0 # Filter Driver (FD) 9.0 /% /F ESX 4.1. DSVA 8.0

SP1 77 FD 8.0 SP1 &L % #F ESX 4.1, /A 1 H/## DSM 9.0 £ 72,


http://downloadcenter.trendmicro.com/index.php?regs=NABU&clk=latest&clkval=4370&lang_loc=1#fragment-4449
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1027808
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002778
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Deep Security8.0 SP2:

ESXi ESX/ESXi

vShield | 51 50 50 50 Lr 41 41 41
Endpoint uz U1 u3 uz U1 u3 uz U1

< =« =< = =< =< <

=l | = = = = =

=
=
=
=
=
=
=
=
=
=
=

AF SR ESXi500-201109401-BG:Updates esx-base I ESXi500-201109402-BG:Updates_tools-light.

7k ESX410-201107001(ESX) 8¢ ESX410-201107001(ESXi), LA K ESXi500-201109402-BG:Updat

es tools-light.

Deep Security 8.0 /1 & Z.1F.

o /X ESXi5.0 2 ESXIESXi 4.x, ZNIE X #-E M /#7717 Filter Driver #/ Deep Security
Virtual Appliance (DSVA) build. % 2 #/k 7

o #1% ESXi5.0, &/ FilterDriver-ESX_5.0-8.0.0-xxxx.x86_64.zip.

o #1X/ ESXIESXi 4.x, f&/ FilterDriver-ESX_4.1-8.0.0-XXxx.x86_64.zip.

o 1 F1E2¢ 7VMCI 48, 7 vSphere 5.1 B HIFLFTIGENEA T .

Deep Security 7.5


http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=1027808
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002778
http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&docType=kc&externalId=2000612&sliceId=1&docTypeID=DT_KB_1_1&dialogID=190343777&stateId=0%200%20190349983
http://kb.vmware.com/selfservice/microsites/search.do?cmd=displayKC&docType=kc&docTypeID=DT_KB_1_1&externalId=2000613
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002778
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002778
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ESX/ESX
pm— o1
M M M M M

5x

1.0U3 N

Y Y Y Y
1.0 U1 M M M Y Y

1.0 M M M Y Y

I VMware SZHiE B, 7TLLS % T %1 VMware SCRY:

¢ VMware Product Interoperability Matrixes

e Downloading and enabling vShield Endpoint 5.0/5.1 on supported vSphere platforms

Deep Security R 053K

TEFH T DS AT, TS T I A R g


http://partnerweb.vmware.com/comp_guide2/sim/interop_matrix.php
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2036875
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pemm— HTTPS: 443, HTTP:
4118 Ll
Deep Sacurity Relay
Deep Security Manager ‘
®
4122
e ] 2) e
— 1 19
\j e ] 1 8 m—
Browser Deep Security Agent
ActiveUpdate
Product registration - 80 T P
olr.trendmi
W e Oracle: 15219
Ucense information . & Micro Database
W R SN W W W W W W W W AW — W wmm— Y w— . w—
Virtual
environments PR TD Y [—
s 4 ] 18 s
Deep Security Virtual appliance
443
- 1 —
— 33—
— 31 ] G
VMware vCenter Vmware vShield Manager
— . G ¢ G-+ G ¢ G G ¢ G ¢ G ¢ G G ¢ G ¢ G ¢ G s G
Network
services T | — ‘
s UDP: 51 i
SMTP server Sysiog / SIEM
- 53
DRS Sarvs ~=Mon SSL: 389w
e UDP 2 162 i
e SSL: 636 m—
LDAP server SNMP server

10
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ESI Dsm B[
E Dsm m 443 B[]
ER Dsm VSM 443 B[]
ES Dswm DSVA 4118 E[m)
E pswm saL 1433. 1434 B
B Dsm TMAU 80 443 E[m]
DSVA VSM 443 R[]
3 Dsva DSM 4119. 4120, 4122 =<1y
El vsm vC 443 E )]
FO vsm ESXi 443 FR[a]
R vsm DSVA 443

BNl vc DSM 4119 ==
13 |e VSM 443

14 J34 DSM 4119 ==l
S vc VSM 443

16 PEY ESXi 443 Bm
EUB Esxi DSM 4119 [
vC VSM 80,443 AR A)
FER Esxi VSM 80,443 AR [A)
E vsm ESXi 902,903 =21y

Deep Security P& X&FFIRIIEE

NI RIZRAR (9.04 8.0 7.5 1 7.0) KIESBRHIRSSARIRIE %P RGU% 7 i/ AW &
FIH TAFERE & ESCRF S BN S SR Z 2B 25 8.0 Mg, &P E BB Z
BILAEIBAT A RIBIR S SR L Z 2l REE B PO 8.0,

11
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351 ThiE DS Z /i 9.0 SP1 DS B4 9.0 SP1
Windows | Linux | Solaris | AIX | HP-UX | ESXiS.x
I & & m
EMFEER &
PR TR o
T LRAR & Lo 2
i =) &
Windows | Linux Sc—lkal‘is AIX | HP-UX | ESXi5x
Web (FHE% FEiThbE @ g
Windows | Linux | Solaris | AIX | HP-UX | ESXisx
B K i T & e |9 o &
Windows | Linux | Solaris | AD{ | HP-UX |ESXisx
A(SEsE & @ | & @ &
T R & & |@ & &
AEFHE
Web [ Figremss | © & 0 & o]
- r e |® ®
Windows | Linux | Solaris | AIX | HP-UX | ESXi5x
#r L) = & SIS )
EME @
eI Ll & @ |8 @ o
S .
S &) 8] & SIS
Windows | Linux | Solaris | AIX | HP-UX | ESXisx
B ZfThAE o e |2 e | o
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i THiE DS ZpaiE 0.0 SP1 DS Efli%4 9.0 5P1
Windows | Linux | Solaris | AIX | HP-UX | ESXi 5.x
Windows | Linux | Selaris | AIN | HP-UX [ ESXi5.1
A (6 2i0E) | 2o & & & |& |8 @
Windows | Linux | Selaris | AIX [ HP-UX [ ESXiSx
s EEITEE e @ ( FEHEANER )
gt REEL B RAEPIE/ENI8E 8.0 (SP1)
we i HPum (8.0) EllwE (8.0)
Windows | Linux | Solaris | AIX |HP-UX |ESX/ESXi 4.1+ 5.0
RTAC S EE & ® ®
EffFEE S
BhBERMH  (MFRE S
=EiE &) ® ®
=h & L5
Windows | Linux | Solaris | AIX |HP-UX |ESX/ESXi 4.1+ 5.0
Web [EERS | 2 HIH ® ®
Windows | Linux | Solaris | ATX |HP-UX [ESX/ESXi 4.1+ 5.0
Bh2K e ZEPTHAG &) ® ® e
Windows | Linux | Solaris | ATX |HP-UX [ESX/ESXi 4.1+ 5.0
IDS/IPS & & oy L)
oI [z FAE PRt S (2] (5 (5
web [z F3E FRPRIP & e o e
55L - & L5
Windows | Linux | Solaris | ATX |HP-UX [ESX/ESXi 4.1+ 5.0
M &) ® a & & ®
EME -
FENLIE  (EHAi S (2] e & &
FERAIIF S
FERTELA &) (2] e & &
Windows | Linux | Solaris | ATX |HP-UX [ESX/ESXi 4.1+ 5.0
BSHE ZEPTHAG &) ® o | e o
Windows | Linux | Solaris | AIX |HP-UX |ESX/ESXi 4.1+ 5.0
2o ZEPTHAG &) ® o | e o
Windows | Linux | Solaris | ATX |HP-UX [ESX/ESXi 4.1+ 5.0
A ZEHTHEE & D EERMERE
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i Thie Bha (7.5) ElwE (7.5)
Windows | Linux | Solaris | AIX|HP-UX | ESX 4.1
R e
EFESE
BhEERM |AFHEE
=L ®
e ®
Windows | Linux | Solaris | AIX|HP-UX | ESX 4.1
Web [SEEH | £31H:
Windows | Linux | Solaris | AIX | HP-UX |ESX 4.1
Bh:K i ESSaN & ® 2] ®
Windows | Linux | Solaris | AIX|HP-UX [ESX 4.1
IDS/IPS & L5 L5 L5
iz FA3E FEEE ) $) & ® &
o Wb GRRERTE| © | ® | © ~
SSL 3 it it
Windows | Linux | Solaris | AIX|HP-UX [ESX 4.1
bTACs & o (2] e ®
EME =
FEREE  |Eit $) & ® & &
SRS o
FERTE &) (2] e |6 &
Windows | Linux | Solaris | AIX|HP-UX [ESX 4.1
BAEHE ZEINES & 2] (2] e ®
Windows | Linux | Sclaris | AIX | HP-UX |[ESX 4.1
HiHn FEINEE & (5] e e ®
Windows | Linux | Solaris | AIX | HP-UX |ESX 4.1
AP EEPIRE
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R RS2SR E e iR s e Rl /Rlliwf 7.0

wHh i R (7.0) ElwE (7.0)
Windows | Linux| Sclaris | AIX|HP-UX | ESX 4.0
REAC St
AMFEIE
BhEESRH  |AEFEE
=EEE
|
Windows | Linux | Sclaris | AIX|HP-UX | ESX 4.0
Web {SERSH |2 3PIH:
Windows | Linux | Sclaris | AIX|HP-UX | ESX 4.0
Bh:K & ESEaN &) =) e &
Windows | Linux | Solaris | AIX|HP-UX | ESX 4.0
IDS/IPS & L5 L L
op1 [z FRAE R ) Y ® s (5]
web [z R FRAP & S e o
SsL = L L
Windows | Linux | Solaris | AIX|HP-UX | ESX 4.0
prAEs - L) L& = -
MR =
FEREE  |Hih & 2] & e ®
TS N
TRTEL = ® | o |® @
Windows | Linux | Sclaris | AIX |HP-UX | ESX 4.0
BAE#HEE FENEG & ® o e ®
Windows | Linux | Sclaris | AIX|HP-UX |ESX 4.0
Hw FEINEE & & o & &
Windows | Linux | Sclaris | AIX|HP-UX | ESX 4.0
A P EEPTIRE

Deep Security Manager 37 BB LT

e TAF

1. —&MIIH) DB ARgses, 2235 SQL Server B Oracle

2. C&IE—5 DM Server
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1. 234 DSM RSS2 (Nodel), DB &AL DB Server R4S %%

2. Node 1 #Z¥i5ete)s, fEHABMRS %% Li217 DSM setup 27 2¢%% Node2, Node3 PLUt
E5iid
TR P DSM T AU Z0C B A (70 R 50808 2 AR 55 2% FH 5 e

3. MBS AN DSM AR SS B8 ITUR, DSM 22 AR AR et N S R B P R S i
— AN, VR AR 1A S B I — AN AR

JRER LIRS EE DSM FLAT fi I 55 4 D IR sE M I

4, BIFZTT 5 DM RS EE L Th
a) BRIULE—F DSM RS 4
b) #HAN “RFE > RAGLE” WHAZRECERMN T2 8.

DSVA fRPIE 25 & VM i, DSVA MINFHERE, ESX K Heap Memory 3 AMEAITHETT
3

2 DSVA 4 AE R — ) BSX 5% &%, v v BT T AORAF 25 & REAOUML, SR, SR A& AE ESX IR
4 LIRELRY I 25 G RANIET, EHEEILEOLT 7 R IE N E .

B AMENN fast path driver W) heap memory f KAH, &7 E G FE] ESX shell a7 &
AT “esxcfgmodule” A%, JFEMR A heap memory fH, ILEUMEHLL 5 AL,

BN, EEEARY 32 GEMML, EZIR LT P B S & S .
AAN:
JBRMMLEE> * 10MB

FrEh 32 GBI 7 EO8:
32 % 10 = 320 MB = 335544320 Byte

PATLL R 4
% esxcfg-module —s DSAFILTER HEAP MAX SIZE=335544320 dvfilter-—dsa

UG E o ERL, FREER NI HEFEEHE SR B LGN ESX IR HAT E R, 808
I PLF a2 BT N IR BN AR Y -

16
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% esxcfg—module —u dvfilter—dsa

% esxcfg—module dvfilter—dsa

BivE: PAEArQdhATI, FESEICH] ESX LT REAUML

/223 vShield Endpoint 5.0 IXZHFERE?

1F VMWARE Guest JEFUNL T 223 VWware—tools—8. 6. 0-446312-1386. msi LA, & H E L%
A FRIERE 23 W Tool B/213%E VMCT ZKZENH ) “vShield Drivers” TiH, &

i'-_% YEware Tools

B TR ERT E i Thieg =8 A .
= Thigidit
= - | ERGRIEFIERDER ~ . . .
S| scaiaes e
= - | svaa JEEDIERE protected by wShield Endpoint,
= - | vMiNet FHEIEEDR R
=~ | ¥MENets NIC JEEHIERE
== | MO SEENIE R EEThEETFETEE FREE 145KE
wshield Drivers s
Lo RREER o
< | =
HEE
C:Program FilesiWMwarelyiimare Toals), B,
[ #Bw || =&Ee || <t—%@ || T-Hw= | [ B |

SERN T

WA 9 ESXi5. 0 f# Update Manager %3 vShield Manager M T

XN T #2785 @IS Vmware Update Manager #2/7 355, BARDIRWIT

R 0.4 %% Update Manager Server Al Update Manager client
M Vimware ‘B R EKN T FE7 ESX1500-201109001

17
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https://hostupdate. vmware. com/software/VUM/OFFLINE/release—-313-20110906-767411/ESXi50
0-201109001. zip

£ Update Manger #%fil &5 R AKNT, WE PR

TSTEST-VCENTER - vSphere Client -1 k3

File Edit View Inventory Administration Plugins Help

|ﬁ Home b ) Solutons and Applications b I, Update Manager b [ TSTEST-VCENTER Search Inventory ‘Q

Update Manager Administration for TSTEST-VCENTER

Getting Started | Baselines and Groups | Configuration | Events | Notifications [EEFSETTINIE ESXi Images | VA Upgrades

Patch Name, Product, Release Date, Type, Severity, Category, Impact, Vendor or Patch ID contains: + Advanced... Clear Compliance View
Patch Name |Product | Release Date [Type [severity [categary [Impact | Vendor [Patch ID |Baselines -
Updates esx-base embeddedEsx 5.0.0_2011/3/13 16:00:00 Patch Important BugFix Reboot VMvare, Inc, ESXi500-2011094... Add to baseline... |
Updates taols-ight embeddedEsx 5.0.0 2011/9/13 16:00:00 Fatch Moderate Enhancement WMyaare, Inc, ESG500-2011084... Add to baseline...
Updates the VMware ESX 4.0 SCSIIpfc8... esx4.0.0 2010/6/10 16:00:00 Update Critical Other Reboot, Maintenance ... VMware, Inc. ESX400-20100621..  Add to baseline...
Updates the VMuare ESX4.0 ATA libats ... esx4.0.0 2010/6/10 16:00:00 Update Critical Other Reboot, Maintenance ... ViMvaare, Inc, ESX400-20100621L.. Add to baseline...

Import Patches O] x|
Select Patches File Advanced... Cleal
Select a .zip file containing the patches you want to import
|vendor [Patch |
WMware, Inc. ESXi500
[ colect Patches File | WMware, Inc. ESXis00
ﬁlecdt:‘atcha File Select a .zip file containing the patches you want to impert in the repository. nance ... VMware, Inc. ESX400
ipload File T
Confirm Import nance ... VMware, Inc. ESX400
nance ... VMware, Inc. ESX400
Patches .zip file: | WMware, Inc. ESX400
VMware, Inc. ESX400
WMware, Inc. ESX400
Click the Next button o Start #=m S smln=d Thun smlnod ikt ol nosnel mininn bn cemlabe Vans
the wizard open until the uplo [ R R
-
28 UMware vShield Manager 5.0.0 = Patch &3 [ search pateh
Organize *  New folder - [ @
S Favorites MName ~ I Date modified | Type
Bl Desktop || ESXi500-201109001 201222 19:18 File folder
i# Downloads 2011/10/11 22:01
Help 5l Recent Places
r e 0.0 2010/9/30 16:00:00  Lbraries
Scripts, and VMX  esx4.0.0 2011/1/4 16:00:00 4] pocuments
OpenLDAP-clients esx 4.0.0 2011/1/4 16:00:00 J’ Music
“ary esx4.0.0 2009/7/9 16:00:00 [ Pictures
idevicedrivers  esx4.0.0 2011/1/4 16:00:00 B videos
esx 4.0.0 2011/1/4 16:00:00
nmon, and nscd esx 4.0.0 2011/1/4 16:00:00 18 Computer
esx 4.0.0 2011/1/4 16:00:00
esx 4.0.0 2011/1/4 16:00:00 S Network
Apps, VMX esx4.0.0 2011/3/7 16:00:00 W Networ
41 | M
Tarqet E File name: | ESXi500-201100001 zip =] |zip fites ¢ zip) =l
Open | Cancel |
v

N T IR baseline” W

Update Manager Administration for TSTEST-VCENTER

Patch Repository I

Patch Name, Product, Release Date, Type, Severity, Category, Impact, Vendor or Patch ID contains: - Advanced... |

Patch Mame ‘Baselmes ‘Patch 1D - |Product ‘Release Date Type |Sever|ty ‘Category
VMware ESXi 4.1 Complete Update 1 Add to baseline... E=Xi410-Updaten1 embeddedEsx 4. 2011/2/10 16:00:00 Update Moderate Other
VMware EXi 4.1 Complete Update 2 Add to baseling.. E=Xi410-Updated2 embeddedEsx 4. 2011/10/27 16:00:00 Rollup Important Other
Updates esx-base I Add to baseline.. | ESXi500-201109401-BG embeddedEsx 5. IZUlUB]lS 16:00:00 Patch Important BugFix
Updates tools-light | Add tobaseline.. | ESXi500-201108402-BG embeddedEsx 5., [2011/9/13 16: Patch Moderate Enhancement
Updates esx-base Add to baseline.. ESXi500-201111401-BG embeddedEsx 5. 2011/11/3 16:! Patch Important BugFix
Updates esx-base Add to baseline... ESXi500-201112401-5G  embeddedEsx 5.. 2011/12/15 16:00:00 Patch Important Security
Updates tools-light Add to baseline... ESXi500-201112402-BG embeddedEsx 5.. 2011/12/15 16:00:00 Patch Important BugFix
Updates net-21000 and net-e1000e Add to baseline... ESXi500-201112403-5G embeddedEsx 5.. 2011/12/15 16:00:00 Patch Important Security

] ESXib5. 0 AR&S#sHEIEAN T
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‘B [ [52168
= %E Cord 5T New Virtual Machine... Cirl4
B & MNew Resource Podl... Cirl+0
B 18&  Mew vApp... Clrl+A

2 & Test

Disconnect

o
[} B  Enter Maintenance Mode
B

Rescan for Datastores. ..

Add Permission. .. Ctrl+P
Alarm »

Host Profile 3
Shut Down

Enter Standby Mode
Reboot

& = &

Power On

Report Summary, ..

Report Performance. ..

Open in Mew Window...  Clrl+AlE+HN
Remove

J2 5can for Updates

|[)] Stage Patches...
& Remediate...

] ESXi # AN T

MName contains: Clear  Scan...  Attach... Help  Admin View
Attached Baseline Groups i | Aftached Baselines - |Typa | HostCompliance |# Hnsisl
(@ All Groups and Independent Baselines > (@ ar »| | [E AllApplicableHoss 1
(@ Critical Host Patches (Predefined) Patch &3 Non-Compliant
(2 Mon-Critical Host Patches (Predefined) Patch A Incompatible o
@ Unknown 1
" Compliant o
Unknown
All Groups and Independent Baselines > Al -> & Non-Ci li and A I tible and & Unl Hosts
Host Name | Patches ‘ Upgrades |Extensior|s Last Patch Scan Ti... ‘
[f 192.188.1.129 3 325 - Details 201223 05752 |

Hide Hosts.

Deep Security 9.0 StHpMBERLLRR A T2 7

BT R F AR RS IR LD R4 9. 0, WL ITEARHE RS w7 S 2 2P R4 8.0
SP2EE fRifRA . A ARGBAT AR BT AR (A S R 55 SR 2 i 3P R 48, ML AUE Se T+ 2
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TSRS SR L 2P 258 8.0 SP2 (B RMRA), RIGAAITHHEIRA 9.0. KU1
THF B A R IR S5 2R T 2 2B R S8 8.0 SP2 HIULHA, 1ESH A M RHE P& XIREH
CGEABIBR S SR L ZEY RS 8.0 SP2 Z3AEM ).

Deep Security 8.0 SP1 SZ#F MHFEShR ASF-2% 2

Deep Security 8.0 SP1 M Deep Security 7.5 B Deep Security 8.0 F+Z%.

Deep Security 9.0 7B Z¥#r ESX/ESXi4. 1 FAiE

TR RS 2R E 2 2N RSE 9.0 ASCHFE ESX/ESXi JRAS 4. 1. BB EARIRS IR
ARG REA 9.0, LIV VMware 3EAHZEN) (vCenter. vShield Manager. vShield Endpoint il

vShieldEndpoint IXshFER) FFHBIRA 5. x.

Deep Security 9.0 &7 X HF ESXib. 5 ¥1E

Deep Security 9.0 SP1 Patch 2 WRATFFUE ST HF ESXi5. 5 fRA, WIFELE ESXib. 5 IS FEE DS, i
GG R A

Deep Security 8.0 SP1 27 ESX/ESXi4. 1 1 ESXi5. 0 JRA BHIMLIRIE?

JE1, Deep Security 8.0 SP1 [RIIf 74 ESX/ESXi4. 1 5 ESXi5. 0 EMLIAES, 5T &l
IR AN 8 S @A R SO E 71957

WAL E A ZEDML Vo Tools, FFINER vSheld Endpoint Thin Driver X3

GIES Y4
AT VM BN L EEH W Tools
ESXi 5.0 ©C.&%% patch ESXi500-201109001 #MNT #2%

HALIRUTE -«
BEA VC EHIEHIG
# N\ Home > Inventory > VMs and Templates
R TR ETHSL VMTOOLS IR RAL, -
20
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http://www.trendmicro.com.cn/corporate/techsupport/solutionbank/solutionDetail.asp?solutionId=71957
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|J-_-T,J TSTEST-¥CENTER - wSphere Client

File Edit Wiew Inwventory Administration Plug-ins Help

E E |E§ Hame [ gf] Invenkary D% ¥z and Templates
0T =
= @ TSTEST-VCZEMTER

= esx.selab.org

= Eﬁ Mew Falder (=l e el T ST ST virkual Machines

esx.selab.org

(D 1139 Windows <P Mare, State, Host or 1
(i3 1.136_Windows 2003 CHS Xg4 ! ’
= 2RI, Mame | State
(f1 vShield Manager 5.0.1 G wshield Manager 5.0.1 Powered OFf
3 1.131_vshield Manager 3 1.131_vShield Manager Powered On
% iigg-ﬂizj B 1.135_Linux Powered On
& Sy 3 1.132_D3va Powered On
B Windows 2003 Lab F windows 2003 Lab Powered OFF
G DseGEm Powered OFF
I 1.134_Windows XP Powered On
E} 1.136_\Windows 2003 CHS #64 Powered On
i 1

FEE S H P EIINL > Guest > Install/Upgrade Vmware Tools

File Edit Wiew Inventory Administration Plug-ins Help

ﬁ @ |E§ Home b g§] Invertory b &y ¥Ms and Templates |ﬁ§'-|v Search In
ST s 8EGReRSR

= @ TSTEST-WCEMTER. esu.selab.org
= esx.selab.org . :
= @ New Folder g te 5 Wirtual Machines
3 1.134_Windows 5P ;
- Mame, State, Host or Guest 05 contains: - I
3 1.136_Windows 2003 CHS X564 ! !
SN Name | State | Status | Hast
{Eh wshield Manager 5.0.1 & wShield Manager 5.0.1 Powered Off & Mormal 192.1¢
(3 1131 _vShield Manager 3 1.131_vShield Manager Powered On @& Mormal 192.1¢
% 1'12?35\“‘ 5 1.135_Linux Powered On & Mormal 192.1¢
135 _Linux
& Dsaan [} 1..132_DS\1'A Powered On & MNormal 192.1¢
Gh windows 2003 Lab G wWindows 2003 Lab Powered OFF & Mormal 192.1¢
P o o P o— g ¢
— ! & Mormal 1924t
Bowe ' @ Narmal Taz ¢
| Guest 4 | Answer Question, ..
Snapshot 4 Enter Full Screen {Ctri+Alk+Ente
..... d Open Conscle Send Chrl-Al+del
A
B#  Edit Settings... | Install/Upgrade YMware Taols
Recent Tasks E@ Migrate... [ arget or Status contains: -« |
5
Mame | Target g Clone... Details | Initiated by | wCenter
@ Move entities @ New Fi Template 4 Masteradmin T

TE 5 T 2% VM TOOLS % I 3C A HE Fh g N\ iy 4 - /v ”/gqn ADDLOCAL=VMCI, VShield
REMOVE=Hgfs” % OK #47T W TOOLS J+2%
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J_T,JTSTEST—UEENTER - wSphere Client

File Edit Wiew Inwventory Administration

Flug-ins Help

E @ |E§ Home b g5 Inwventory D@ Ws and Templates

‘ ﬁ"l =| Search

A AL
= @ TSTEST-WCEMTER
= esx,selab.org
= [ Mew Folder
B 1.134_Windows 5P
Ej 1.136_Windows 2003 CH?
o 2EmE
1 vshield Manager 5.0.1
3 1.131_vShield Manager
Ej 1.132_Dava,
£ 1.135_Linus:
5 DsacM
G Windows 2003 Lab

Recent Tasks

R - - v e T =~ =

% Install/Upgrade ¥Mware Tools

ISl E3

Far each virtual maching selected, vCenter Server will sither install Yiware
Tools or upgrade the existing YMware Tools package.

r—Install YMware Tools

Installing the YMware Tools package will greatly enhance graphics and
mouse performance in your virkual machine,

SYARMING: You cannat install the Wiware Tools package until the guest
aperating system is running, IF yvour guest operating syster is nok running,
choose Cancel and install the YMware Tools package later,

—Uparade YMware Tools
venter Server will upgrade YMware Tools without inkeracting with the
guest 05, The wirkual machines will automatically reboot: after the upgrade,
if needed,

Advanced Options: |'v "fan ADDLOCAL=YMCI,v¥Shield REMOYE=Hafs|

Upgrade behaviour can be adjusted using advanced options, Consult the
wi_enter documentation about using these options.

Cancel

Help |

mal
rnal
rnal
rnal
rnal
ral
ral
ral

Mame

o ke T oo

NS B FAZ VM TOOLS T EFFhnZ; vShield Endpoint ALk

EEMNFIN VM TOOL 1) vShield Endpoint FEH 275 %

For Windows XP/2003
%E “}Fﬁlﬁ” o “jé/]—*”

L3P

T

contains: - I

| Hos
19z
19z
19z
19z
19z
19z
19z
19z

tairz: - I

iated by

| wen

FHIN  winmsd , RERE RGN TR vsepflt KZh, 4N
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BEE]

HiFE HBE EE(W THE@ HEHH
FHHE £ i e
ez tmewtmar tmevtmar o' E
% toside TasIde A
R udfs Vdfs e
FinlE=nizR ultra ultra 41
EEEIIEENIE R update Microcode Update Driwer o'
HiEgEg vEasave VzaSave e h
FTEFEY wiaide ViaTde EN| s
FAlE vmed Wware YMCI Bus Driver o
T wmdebug Wware Replay Debuggzing Helper 1Y
FREdis vmmanzil ISR v
Ji-E- M as e Wware Fointing Device o' [
=R wmrawdsk Wware Vista FNIPRIS R \'?'I
e T _EVEa VI _EVEa o
DELEﬁh?;g wmxnet Wware Ethernet Adapter Driwer ot
- i e volsnap YolSnap o
Findows FEIRIRE VFileFilter Y
Internet WE Wanarp Bemate hoecess TP ARF Driwer o'
wdica WDOICA EN|
wsrfifsl Windows EEF 2 .0 FonIFS ... c:';
< >
it o | FHEE )
[ R prikmnzenl ) [ Rigseala i w)
—

For Vista /Win7/2008
EIBITHHIAN  msinfod2, T HRGE BT, FFFHIARSGWNETHERES  ‘vsepflt’ IK
ENFEFT o

KT VM TOOL 22 FHAH A AL i LA 2% VMWARE  7E 2R 5 W SR,
http://pubs. vmware. com/vsphere=-50/index. jsp?topic=/com. vmware. vimtools. install. doc/GUI

D-CD6ED7DD-E2E2-48BC-A6B0-EOBBS81E0SFAS. html

—. KRB

Deep Security Anti-malware XfF Domino JR52:HIFHEFEFIIMEBRAA?

XFF domino AR 45 2% 2 WO AR 45 2 4 H 2 261 4h <drive>: \Lotus \ Domino \ Data.
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http://pubs.vmware.com/vsphere-50/index.jsp?topic=/com.vmware.vmtools.install.doc/GUID-CD6ED7DD-E2E2-48BC-A6B0-E0BB81E05FA3.html
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Deep Security Anti-malware fRIRFFIEEE

XFF DS MR R R L, I SH N A E SR MR
1) B3 DSM ¥l &
2) mii “PIBERM” EiR, RE s e E T 1 “miE” ik

@) 1REND

S mEaRs
DEEP SECURITY

] =h& =0
B 8 Eﬂﬁﬁ;ﬁﬁ
o 1B RN
= W E © 17
El () vCenter - 172.16.5.111 —
El &) Hosts and Clusters O.H
i FRAE.L
El & Virtual Machines *H#EHWXE
B i FEEEhL RN , ~ [ =mE |
vAPP1 =
S cemany| | HEE sxax -
! ﬁ%mﬁﬁz#
FahiEe R
SR ®E: RANFIERS -
A Fﬁ%ﬁ?’f‘-ﬁiﬂﬁ
) Web {F2 et
= EYFHALE BE: REMITHHEERE -
ey BRMIES
E4 BhA IS
A AsmE
B (G FEaRE
|4 DP1 B
£ [, DPI M)
@ ms/1rs
[ Application Control
[@] web Application Prot
(0] CzFAfE 2R

3) 7E “HM” TR, Ak “HRSHE R4S (rindovs)”
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=t FREREAHHEES
it -
P SE
FHERE
EENBFR: o AEBR
: o BFRSE:
’. [ EERRIFE M|

wE

| EEENRM: O FAEXH
© B InteliScan $ERI (2R

@ MiHrEedE:

4) By “BISN7 GETR, K% DBF. mui. txt. log. Ink 554 JEZRMWE NGBS, WEEHE

R “HE”
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==

| b
3B
BRI £ R RS
[xEETE [ wE ik =
TS
[(BEZASE [ wE il
] RS
EEX I RESE =inn. I THRE @RS
BRRB e -
[BEXASE ot
log
Ink
< » -
S
SRS
XYZ STl doc

Tl: doc #HHk% .doc i

5) Ak “HEREEG YR, % “Process Image Files (Windows)”
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& BERSRTEEEEREM - Windows Internet Explorer

=

L

RIS
BF5#:

EEEFSIE <[ E
i

| ARSI -] W8

V| X REF:

FRTIH BESE v | E

HERR IR

i Process Image Files (Windows)

6) LRI GETR, BOHAME RGO IR AR Microsoft Office Y& “/F
A IntelliTrap” “Ja R4S H 4348 7 ST, SCMFHAHEHOY “ 580, BB E 5EE,

mr e
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€ BHENSRREEEEM - Windows Internet Exp_ =
N AT
| ERAER |
V| BREgR et |
O e i
EMEMNHMEAAD: 0 M
MAENN MR AERRA: 2
[T 9@ A7 Microsoft Office 71
$HE Microsoft Office RS RIS
EEM OEE 2
[ =R InteliTrap
] EERZEREE

TN 0 2y |
® BA
O ERBA

EiR
HEFEERHRBCREHITELER

@ || & | som |

) R CRGRE”, EFCCRERAA IR, 2 CHM RSN By 2M, s AR
ﬁ”

nfrErxt B AR I BN ES B B BRI AT B B3 A 3 B SR 2

XF T4 DSVA {3 VMware REFINLLR TAEE” High Availability” B “VMware Distributed
Resource Scheduler” W} vCenter 2R S HE X} REFIHLHAT Vmotion iEFL 2 HAh ESXi FEANL L,
A RE2 23 VMware MEFUNLZE DSM #2 & ERTHICRAS 8 . 2 W RAEES BSXi EALER3hE
LU 5 EEX SZORY ) VM $RAT BB BOE B4  FRATTRT LUK DSM 558 H BT %% 5K 58 xR A2 4% e 40
HLE 2 BT rE A .
WE s :
#EN DSM =44 > system > task FLIA]
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P
= {g3 System
| System Events
[F] System Settings
{ig System Informatio
7 Tags
 ET—
& Roles
& Users

& Contacts
é@ Licenses

& Updates (=

WSS

' Schedu

B New Event-Based Task (There are no ite

3) WEMAKAES BN Computer Moved”

» Event Based Task Wizard - Google Chrome @3] 53
[X hite: s | | 15 e Eased T askWizard s een?

Select the event that this task will be based on.

Event: | Computer Moved (by System) ~

Select Type
Computer Created System

Agent-Intiated Activation

4) BOE R R LUR B 3h AT zh -
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y Event Based Task Wizard - Google Chrome - |0 X
& i i, G C e tEased askrand soreen
Indicate the actions to perform.

M Activate Computer after |3 minutes

W Assign Securkty Profie [None -l
[V Assign Reby Group |Default Relay Group ~|

<Back | MNext> | Cancel l

5) W€ Action Z&1F

2 Event Based Task Wizard - Google Chrome

& i w110 FventBasedTaskWizard screen

Indicate the conditions for the action.

| Computer Name »| matches |.*

6) A finish SERATSSEIEE.
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A BXYH DSA 8.0 &P im B RIAATThEE

ik X DSA8. 0 $ATHUH S (Deactive) #1E

Trg = BN DSM EEHEH G HOE DSA B ThRE, ailA:

B gystem
| System Events

m System Settings

{ig System Informatio

7 Tags
3 Tasks
& Roles
& Users

Ga Contacts
‘é@ Licenses
# Updates I

- System Settings

- FOr ANy LOMpuUTers
& For Existing Computers

Computers |_| Anti-Malware Network Engine |_| Integrity Monitoring |_| Log Inspection H Interface Isolation ”Cmtexts |_| Reconnaissance h E‘D

" For Computers on the folowing IP List: [Corporate Network IPs

Security Profile to assign (when no Security Profile is currently assigned): | None

M Alow Agent to specify hostname

If computer with name zlready exists:

[Activate a new Computer with the s =|

" Prevent local end-users from uninstaling, stopping, or otherwise modifying the Agent

™ Local override requires password

Password: |

Confirm Password: |

rHeartbeat
Heartbeat Interval (in minutes): |10 Minutes j
Number of Heartbeats that can be missed before an zalert is raised: 2 |
Maximum change (in minutes) of the local system time on the computer between -
heartbeats before an alert is raised: [Unimited j
Raise Offline Errors For Inactive Virtual Machines: No j
r Automatically Update Computers
¥ Automatically update all affected computers after changing any aspect of the Deep Security System.
Length of time an Update can be pending before raising an Alert: |? Days j
- Agent Self Protection

r Environment Variable Overrides

View Environment Variables...
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24 DS8. 0 TAETEPI S PR KR B SRS G (T BET DS 7= L4 2

AT DLEIE TMUT BSZR5EHr T EX) DSM 8. 0 HEATHMREHT, HEAR S R @E R H AR R T.

Deep Security 8.0 WK'S48 i 3t47 At

TR T AT R

D ATIHRE RS FERTT, #F) Deep Security K% H 3, BRINN:
C:\Program Files\Third Brigade\Deep Security Manager

2) AN RUR i & AT AR -

dsm_c —action unlockout —username USERNAME

USERNAME Ay 75 ELAA B 1 K 5 .
a4t B Deep Security HIEPERIKS %: Masteradmin

X% Deep Security Manager B%EEHGE U E B EHIEN S HE?

PE'E DM EHEGGEN, HMGAITENEGRARIRS WAL L2 R E 0w
SEHENCL R 4
dsm_c —action unlockout —username USERNAME —newpassword NEWPASSWORD

H:rp USERNAME 2 FH 7 4%, NEWPASSWORD A& 4 FH ' ¥ & 1357 %04,

= BNk

Deep Security9.0 7E ESXi5.5 BT LEBE Filter Driver, 4 “The

installation transaction failed”
Bl in) @E 2% a0 5 Rk

1. %% DSM %5 #%, #17F DOS i AT
2. PJ#e3) DSM %3E H 3, Wl C:\Program Files\Trend Micro\Deep Security Manager\

3. PATI R a4
32
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dsm ¢ —action changesetting —name “settings.configuration. filterDriverNoSigCheck”

-value true

4. 5 DSM R%
5. %3 DSM WEB £l , FIRIE Filter Driver, i\ |alSAETS itk

At 4B Smart Scan H T i) B

Deep Security 8.0 BRINZJHH Smart Scan HVIH, 5K DS 8.0 MK ELUGERAKE T
DSA 1 DSVA £:i@id Global Smart Scan Server SEf% smart scan, ~ZESRMZEHIE—& DSA Bk
DSVA H] LAl internet. 413 Deep Security FREGHI) DSA 8 DSVA Joykiy I AR HB4 e H L
Smart Scan HBTI IS IRPERN o

TR LU 7] N ST 2B AN 25 2 4 I 5% e SARE e 1A TR R A2 S SRR RAS A L 25 2 4 i 55 s ] LA
MELT ik 2

http://downloadcenter. trendmicro. com/index. php?regs=CH&clk=latest&clkval=3217&lang lo

c=15

WA B¢ E Deep Security Smart Scan 8 [ Az % 4 IR 55 2%, 152 % Deep Security 8. 0 User Guide
Y

Deep Security J&F DPI Event HEHHIIKE " URI PHFEAIEE " HE LSS

TR R, 5 S SCRIR RS 5 712162

Deep Security 8.0 AT "#ER"ESXi RFEZBSHTHR “¥BIEA R II—There was an

error resolving dependencies. ”

BB I ] S S A A LR LA
N AETY dvfilter IRBIRRARZ A S ESXi 4%, H4H1EZ% DS Installation Guide
ffiih ESXi 7F VCENTER #H] Host Image Profile Acceptance Level WH, BAKDSIE.
a. ffifH vClient &3¢ VC
b. & ESXi FHL, FFHEN"Configuration” > “Security Profile”
c. 3% "Host Image Profile Acceptance Level” ¥ 5, B{# Acceptance Level N“Vmware Accepted”
33
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http://www.trendmicro.com/ftp/documentation/guides/DeepSecurity_8_GettingStarted_InstallationGuide.pdf
http://www.trendmicro.com.cn/corporate/techsupport/solutionbank/solutionDetail.asp?solutionId=72162
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Deep Security 8.0 B2 HT AR 7R EWERLER?

@3 DS 8.0 FEHT I B H EEEA:

Deep Security Relay Wit fE/F

Deep Security Agent B Deep Security Virtual Agent iZWiH
HARWEE A BRIE S5 P oCHIRPE 71218

{4 vShield Manager F1 ESX B H &

T DS 5 VMWARE ZH4F RS 5 Bcal, A N EHEE 7] @) 75 22U 4E vShield Manager F1 ESX i H &,
BARWE TSI SRR E

View: Host & Clusters - .ﬂ) Settings & Reports
Configuration System Events X LogE

General Backups SSL Certificate  Metworking

O3 vshéeld App
@ Data Sequnty
&% senvice Insertion
% Object Library
S R
= [y ve

System Tech Support Log Dewnload
Manager 172.16.5.117 | [ indtiate |
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File Edit View Inventory Administration Plug-ins Help
B [& tome » @& Admnswaton b (5] Systemlogs b () locahost
H Export System Logs

I\fCenter server log [vpxd-40.log] LI

Log Entry |
Section for VMware Virtual Center, pid=6812, version=5.1.0, build=947673, option=Release

2013-06-18T13:04:06.3322 [7F151651E700 info 'vpxdvpxdVmomi' opID=HB-host-413@132256-726d7660] [ClientAdapterBase::InvokeOnSoap] Ivoke done..
2013-06-18T13:04:08.007Z [7F151651E700 info ‘'wvpxdvpxdVmomi' opID=HB-host-413@132256-726d7660] [ClientAdapterBase: :InvokeOnSoap] Invoke done...

(@ Export SystemLogs S e [E=EN™

e — e il ol el c—
Source

Spedfy where system logs should be gathered from.,

Source

Select System Logs
Download Locatior
Ready to Complete

—System Logs

You may download system logs for vCenter Server and any of the hosts below:

(172.1642, vp..
(172.1645, D=

= M localhost
= M} DataCenter
O 1721642
B 1721645
O 7265

. 139 (disconnected)

=vmod|.query...
- vmodl.quer...
vmodl.quer...
—-vmodl|.que...

¥ Indude information from vCenter Server and vSphere Client

[ net= | conce |

Help I < Back

Deep Security Manager (DSM)8. 0 ZZ3ERFHE R “JVM could not be started” Z3EL

RYkaR?

KT B HT Deep Security Manager 8.0 ZBf i IELSNAEA R FE, X0 BE
FLA R o RAETE 2 DSM #B7E 32bit #AE RGENT, BLA LRIt i) 8 225 a3 R S il E72001

TRERAFIHEM RS RS TR W/ & REUTH
—17 N ALE ?

Deep Security Agent $UAT

®, TIEFERILERAE:

U 1) FBUIE R AR AR DSA M VRHE B DR AT LA SR R A, B ORI AN [ S SE AR Deep
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Security Agent CVRINTEMK T —IRAFEHERAE, JEAORITA B B A Q2 BRI R

DSVA & R, TIRBIE, #on “TEBUER P midt

ToEBOE DSVA,  H7s a0 T i -

=N AR
—EHIER
BHiEl: 2013-05-22 14:38:31
l: Hix
HiF 705
it REERRIN
B qdsvad
ELESIE iR
e i
EIER.L 10.77.6.11
— i
TESTF RIS, EAFEE . RETEREFRESEE |
fi;l:uli% (EEFiRheE EEE AER T FiRNE & BRI
=l

HILLL R @, TEREEERE DSVA I, IEFERE L% E VWkernal 42 Virtual Machine, 5 HE M 4%

HIERER T A0 Virtual Machine, A

F=]

He

+& VWMkernal
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(&) Add Network Wizard =
Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.
Connection Type
Connection Settings Connection Types
Summary
@ virtual Machine
Add a labeled network to handle virtual machine network traffic.
" vMkernel
The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iSCSI, NFS,
and host management.
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Deep Security FAQ
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